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Introduction
The main subject of this book can be described as a study of various properties of the distribution of integer powers g x of some integer g > 1 modulo a prime number p with gcd(g, p) = 1. We are also interested in applications of such results to various problems. In particular, we consider several well-known problems from algebraic number theory, the theory of function fields over a finite field, complexity theory, the theory of linear congruential pseudo-random number generators, cryptography, and coding theory.
To describe more precisely the type of questions which we study in this book and which arise in the aforementioned applications, let us denote by t the multiplicative order modulo p of an integer g > 1 with gcd(g, p) = 1.
For
Typically, the aforementioned problems lead to one of the following questions about the distribution of residues of an exponential function.
• What is the largest value of
• What is the largest value of H (as a function of N ) for which
These questions may be asked:
• for all a ∈ F * p ; • for some special a, say a = 1;
• for 'almost all' a ∈ F * p ; • for at least one 'good' a ∈ F * p ; and in several other cases.
Similar questions can be considered modulo composite numbers and, even more generally, for finitely generated multiplicative groups of algebraic number fields which are reduced modulo an integer ideal of that field.
Looking at the subjects that interest us, it should not be a big surprise that our main tool is various bounds for character sums. Thus we start this book with a collection of known relevant bounds as well as several new ones. In particular, we obtain new bounds of Gaussian sums. Indeed, it is easy to see that many questions about the distribution of g x modulo p are equivalent to similar questions about the distribution of the x n modulo p, where n = ( p − 1)/t, and this leads to Gaussian sums. Certainly the last subject is of great independent interest and we consider this topic as well. Then we present a series of new results on the structure of multiplicative shifts of multiplicative subgroups and arbitrary subsets of F * p . In subsequent chapters, we give a wide spectrum of applications of these basic results.
As we have mentioned, studying the distribution of residues g x modulo p is our central interest and is most important for the majority of our applications. Nevertheless, in some cases we need to consider the more general situation with finitely generated groups in algebraic number fields. This is why we formulate our main results concerning bounds of exponential sums in terms of such groups (even if the actual result is applicable only to the g x (mod p)). The reader who is not interested in applications to algebraic number fields may always assume that 'integer ideal' means 'integer', 'prime ideal' means 'prime number', 'algebraic number field K ' means just 'field of rationals Q', finitely generated groups have rational integer generators, and so on.
There are also some technical reasons to work in a more general setting for arbitrary algebraic number fields. In fact, some of our results are proved (and formulated, of course) for the basic case of g x (mod p). Nevertheless, we believe they hold in the full generality. Obtaining such generalizations would be very important for a number of applications. In particular, we believe that in many of our statements, the words 'let p be a prime ideal of first degree' (which essentially refer to the distribution modulo p) can be simplified to just 'let p be a prime ideal'. We should remark that, as far as we can see, such generalizations will not be simple exercises but will require some new ideas.
In fact we hope that such new ideas could turn out to be useful for obtaining further results about the distribution of g x modulo p as well.
Let K be an algebraic number field of degree n over the field of rational numbers Q, and let Z K be its ring of integers. For an integer ideal q, we denote by q the residue ring modulo q and by * q the multiplicative group of units of this ring.
Given a finitely generated multiplicative group V of K V = {λ
we denote its reduction modulo q by V q . We shall always suppose that the generators λ 1 , . . . , λ r are multiplicatively independent. There are a great many results on the behavior of groups V in K [29, 30, 13]. Here we concentrate on their reductions V q . In the simplest, but probably the most important case, when K = Q and r = 1, this is a classical question about the distribution of residues of an exponential function equivalent to considering the quality of the linear congruential pseudo-random number generator [37, 67, 69] . We shall consider this and other applications which rely on results which are not so widely known concerning the distribution of V q in q .
As we have mentioned, in many situations it is enough to study the case K = Q, r = 1 and moreover q = p is a rational prime number.
Such applications include but are not limited to: various areas of mathematics in one attack on certain problems. One of the examples is Theorem 6.7 which is based on some delicate combinations of tools from mathematical analysis, geometry of numbers, and algebraic geometry. We pose several problems of different levels of difficulty. Some of them can probably be solved within the framework of this book, others will require some radically new ideas (although in general we try to avoid posing hopeless problems). We would like to believe that this book will stimulate further research in this very important and mathematically attractive area. Finally, we stress that it would be interesting to consider similar questions for some other groups, say for finitely generated matrix groups, for groups of points on elliptic curves, or for finitely generated groups in function fields.
